Active Directory/OpenLDAP
authentication

How the module works

Both accounts (Shinken and Active Directory) will be linked by a common key.

For example, the authentication module looks for users with a user@domain.com email address in the Shinken database and will link this
account with the one in Active Directory with the same email address.

A Shinken account and an Active Directory account must have a common data in order to be linked and authorize the connection.

The steps to configure the data used to link both accounts are explained below.

Conseil d'utilisation

To keep the Shinken and Active Directory accounts synchronized, it is far more easier to import users directly from Active Directory thanks
to the Active Directory source.

Please see the corresponding documentation to have more informations about this feature: Active Directory

Configuration steps

Active Directory connection setup



mailto:user@domaim.com
http://doc.shinken-solutions.com/display/V020600NEW/Active+Directory

letc/shinken/modules/auth_active_directory.cfg

Shinken and Active Directory fields mappings
setup

1 Fichiers d'exemple

The files listed in "/etc/shinken-user-example" are in read-only mode. Add write rights after copying into "/etc/shinken-user".

/etc/shinken-user/configuration/modules/auth-active-directory/mapping.json
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Enabling the Active Directory module

letc/shinken/synchronizers/synchronizer_master.cfg

letc/shinken/synchronizers/synchronizer-master.cfg

letc/shinken/modules/webui.cfg




1 Module Cfg_password

The simultaneous activation of both Cfg_password and auth-active-directory modules can provoque non-anticipated behaviours. As the Cf
g_password module checks passwords in Shinken database and the auth-active-directory module in the Active Directory, if both modules
are loaded, the user will succeed to authentify with both passwords (Shinken and Active Directory).

If this behaviour is wanted, both modules can be enabled in the configuration files as following:

Use module with OpenLDAP

Values to use for fields mapping

Shinken Active Directory OpenLDAP
contact_name sAMAccountName uid
display_name displayName displayName
email mail mail

pager telephoneNumber telephoneNumber
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